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INTRODUCTION 

The General Data Protection Regulation (known as GDPR) was passed by the 
EU Parliament’s Civil Liberties Committee on April 14. It replaces the previous 
Data Protection Directive and will come into force on May 25, 2018. 

Although seemingly an EU initiative GDPR will not only affect firms within the 
EU, but will impact upon any company, in any locality, that conducts business 
in the region of the EU or with an EU organization. 

UK personal data will be required to be protected under the GDPR prior to any 
formal Brexit. Also, irrespective of membership in the EU, the GDPR is 
something every UK company that deals with EU data will have to comply with. 

The aim of the new GDPR regulation is to 'give back' control of personal data 
whilst additionally simplifying the regulatory environment for business. 

For EU member states, GDPR is intended to harmonize data security, retention 
and governance legislation. 

GDPR will require companies to have/provide a greater understanding of 
where and how sensitive data is stored, transferred, and accessible and in 
particular how companies police and audit this data. 

The GDPR states that personal data must not be transferred outside of the 
EEA (European Economic Area) unless there is an adequate level of data 
protection in place, or another compliant data mechanism is available. It also 
introduces mandatory breach notifications. 

Failure to comply with the  GDPR could result in substantial financial 
penalties, which can be a 4% of annual global turnover or a €20 million fine, 
whichever is the higher, for non-compliant companies. 
High fines and mandatory disclosures have elevated data protection to be a 
board-level issue.
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CORE PRINCIPLES OF THE GDPR 

These are outlined in Article 5 of the legislation: 

Article 5 of the GDPR outlines the six principles that should be applied to any 
collection or processing of personal data.  

1. Personal data must be processed lawfully, fairly and transparently.  
2. Personal data can only be collected for specified, explicit and legitimate 

purposes.  
3. Personal data must be adequate, relevant and limited to what is 

necessary for processing.  
4. Personal data must be accurate and kept up to date.  
5. Personal data must be kept in a form such that the data subject can be 

identified only as long as is necessary for processing.  
6. Personal data must be processed in a manner that ensures its security.  

Data subjects will have the right to lodge a complaint with their relevant data 
protection authority  if they believe the processing of their personal data 
infringes the GDPR (Article 77). 

The GDPR also enhances the current legislature around breach notification 
standards. Companies and organisations must notify the Data Protection 
Authority of serious data breaches and hacks as soon as possible (ideally 
within 24 hours) so that users can take appropriate measures. There is a €10 
million euro, or 2% global turnover fine, for failure to notify a breach of 
personal data.
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FIRST STEPS 

The first steps of implementing a GDPR strategy are to understand company 
data and to formulate a comprehensive plan for action. 

To this end we would recommend you review the secondary white paper 
available from Storage Made Easy, jointly produced with Osterman Research, 
entitled a ‘Practical Guide for GDPR Compliance’. 

Internal organisational steps should include: 

• GDPR Awareness - Awareness of the GDPR and its impact should be 
promoted across all departments, particularly those that are likely to 
deal with and store personal data. The list could be long, inclusive of 
departments such as marketing and CRM applications that have 
personal marketing data. 

• Information Audit - Conduct an information audit. What information is 
stored? Where is it stored? How is it stored? 

• GDPR Training - Implementing a GDPR Training process for key staff. 

• GDPR Planning - Planning should include. Appointment of a Data 
Protection Officer (DPO), understanding current consent procedures 
across applications and systems and how they will need to be revised, 
defining a framework for subject access requests to be honoured, data 
breach planning, and understanding compatibility of systems with the 
new legislation requirements. 

• Implementation and Enforcement - The implementation of the output 
of the Information Audit and GDPR Planning. This is where the Storage 
Made Easy File Fabric™ can be used to enable the enforcement of 
policies and protection of data in existing corporate data endpoints.
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HOW DOES THE FILE FABRIC™ HELP WITH GDPR? 

The Storage Made Easy File Fabric™ is an on-premises, or privately hosted, 
private / hybrid software solution that does not necessitate a rip and replace 
of existing data solutions as it works with what a company already has. The 
File Fabric™ does not directly store any data but acts as a unification hub for 
data access, data sharing, and data governance.  

It can be used by companies who want to keep their data behind corporate 
firewalls, but still with strict governance controls, and with all the flexibility of 
public cloud solutions, such as DropBox or Box. Additionally it can be used 
with public cloud solutions to provide stricter policy controls, company 
controlled encryption, and a single point of access and integration for 
corporate users. 

GDPR is not just about technologies, it is as much about process design, but 
the aim of this paper is to highlight key areas of GDPR and how the SME File 
Fabric™ solution can be used to protect data and comply with GDPR 
regulations.
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IDENTITY MANAGEMENT 

Identity Management is an important piece of the GDPR governance process. 

Who has access to data and how that access is granted. Identity access to 
resources should be federated and controlled to protect, and log access, to 
GDPR-related data. This is a key step in avoiding potential data leaks.  

Federating access to such disparate resources can be difficult particularly as 
the corporate enterprise world works with Identity Management paradigms 
such as Active Directory, LDAP and SAML and the Cloud world works with 
Identity Management paradigms such as OAuth2, or, in the case of object 
storage systems such as Amazon web services, token based access. 

The File Fabric™ promotes a Single-Sign-On solution which utilizes existing 
corporate identity management systems, such as AD, LDAP and SAML for sign-
in, but which is the enforcer for access to data that is stored on solutions such 
as Amazon Web Services, or a service such as SalesForce or even DropBox. 

When enabled for Single-Sign-On, the File Fabric™ does not store user 
passwords but passes through requests to the underlying corporate Identity 
Management System to validate access, which is then used in combination 
with a user’s roles and resource access permissions to determine access to 
data.  

Sign-In and resource access are logged and stored and logging is discussed 
further in the Auditing section of this white paper. 
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ACCESS CONTROL PERMISSIONS 

Post user authentication resource access is validated by the File Fabric™ in real-
time and designed to scale globally.  

The File Fabric™ follows well established practises for managing permissions 
to resources through the assignment of role based profiles and resource 
profiles that can be easily assigned to groups or individuals or which can be 
inherited from the Identity Management System that the File Fabric™ has been 
paired with. 

The File Fabric™ ensures that the specified data resource, wherever it is stored, 
on-premises or on-cloud,  is only available to the users who have permission to 
access it. This approach supports the default requirement for resource data 
protection and, uniquely, it can be applied against many disparate corporate 
resources to provide a ‘single pane of glass’ control point. 

This is made possible as the File Fabric™ ships with integration for both Active 
Directory and LDAP identity management systems. The search solution is 
configured to honour such permissions and users are only able to access 
search results that they have permissions to view.
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AUDITING ACCESS TO DATA 

To satisfy the GDPR, companies will need to track who had access to personal 
data, when, and why. 

Access is controlled by Identity Management authorisations and access 
control, but the actual access to the data should be logged. Automatic Audit 
logging tracks user activities for any and all file events and enables auditor and 
subject access requests with regards to data access to be satisfied easily and 
effectively. 

The File Fabric™ Full file event auditing enables companies to have complete 
audit logs for all file events including remote file IP’s etc. of users who 
accessed documents, and users who shared documents, and the reason why 
they were shared.  

This enables DPOs to easily create reports on data access, data change, 
devices used etc. Such logging and tracking is an enabler for companies to 
demonstrate proof of GDPR compliance and, in the event of a breach, quickly 
prepare information required for reporting bodies. 

The File Fabric™ solution can also be configured to output logs in ‘syslog’ 
format to work with solutions such as Splunk or other log aggregators that 
may already be used to provide a GDPR Business Activity Monitoring 
Dashboard.
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ENCRYPTION 

With the introduction of the GDPR, security measures such as encryption of 
data will become data protection standards which companies will be expected 
to utilize or face the possible breach and fine consequences. 

There is little doubt that encryption both represents a way to establish data 
confidentiality and integrity while also providing a strong capability in proving 
compliance with the GDPR. 

In fact, in Article 32 the GDPR highlights encryption as an appropriate 
technical measure to safeguard data, therefore making it a key technology 
measure to demonstrate GDPR compliance. 

The GDPR states that encryption makes data unintelligible to any person who 
accesses that data in the case of a data breach, thereby providing companies 
using encryption the means to avoid breach notification and its costs, as 
personal data will not be endangered. 

The File Fabric™ provides FIPS-140 compliant encryption and can be 
configured to encrypt all data for all mapped on-premises or on-cloud data 
that it is aware of, or it can be configured to encrypt only specific folder 
resources.  

Encryption is a key part of the File Fabric™ features and encryption itself is 
promoted directly by the GDPR as a key feature for the protection of personal 
data.
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DATA POLICIES 

Creating Policies is key mechanism in the enforcement of data processes and 
ultimately is a key mechanism to achieve compliance of the GDPR. 

The Storage Made Easy File Fabric™ product makes this easy with a 
comprehensive set of policies that span encryption to file sharing security and 
governance. 

These policies are applicable to all  users and all data sets and are a key part of 
protecting end user data and being able to demonstrate to regulators that your 
company has put forth a ‘best effort’ to comply with the GDPR.
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APPLICATION INTEGRATIONS 

At least part of the challenge in complying with the GDPR is how to track data 
when users work with best of breed third party Apps. The File Fabric™  has 
been integrated directly into best of breed email, office, and other 
applications, not only on Windows, but also on Mac and Linux. 

Post the GDPR no user should be sending file attachments, that may contain 
personal data. It is key to promote the use of auditable link attachments that 
can be tracked and from which the resource access control is enforced. 

For applications where the File Fabric™ does not integrate, the solution 
provides an integrated desktop drive which users can use to access managed 
data resources. Access controls will be enforced, and the access will be 
audited and logged.
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LEGACY APPLICATIONS 

Many companies still use legacy applications and protocols which will make it 
difficult for them to meet GDPR requirements. The Storage Made Easy File 
Fabric™ supports legacy protocols such as WebDav, S3 and FTP, as well as 
others, and can be used to enforce the same policies set for all other data and 
thereby make the use of legacy systems compliant and usable post the GDPR. 

Alternatively the solution can be used to retire such bespoke legacy systems 
whilst still supporting them. This may sound like a contradiction, but the File 
Fabric™ can expose legacy data protocols, such as FTP whilst writing data to a 
modern day storage system, such as a UK bucket on Amazon S3.  

If a company has  an existing FTP system that does not have the data 
governance protections required, a company could choose to add it to the File 
Fabric™ to get these governance facilities or choose to retire it entirely, 
maintaining the FTP solution to their existing users but writing it to modern 
day cheaper storage with full governance and protection.
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DATA AUDIT WATCH 

File Fabric™ administrators can set up an Audit Watch on specific folders  
which enables them to be informed in real time of any activity on any file or 
combination of files. Once the designated file event takes place, the 
administrator will receive an alert informing them of the event and which user 
invoked the event. 

This can be a proactive way to keep informed of file access, changes, sharing 
or downloads on any type of file in folders that have been designated as 
containing personal information.
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SECURE FILE SHARING 

As you have read earlier in this white paper the File Fabric™ provides end-to-
end secure file sharing with a multi factor authentication and granular audit 
reports, that really helps companies stay in control of data exchange and data 
sharing.  

The File Fabric™ enables IT Administrators to set policies that can ensure a 
secure file sharing policy is applied across all data solutions or for specific data 
solution and/or specific folders thus helping to satisfy the GDPR requirement 
to protect personal data. 

File Sharing policies include: 

-Create links instead of sharing files 
-Enforce a policy that shared links require a password 
-Enforce a policy that requires users to outline the reason for sharing. 
-Automatically expire links after a preset period of time. 
-Restrict the number of times a link can be downloaded. 

Data shared is secured end-to-end through the use of encryption. 

Link sharing is enforced through integration into best-of-breed applications 
such as Microsoft Outlook, Mac Mail and integration with the corporate 
desktop.
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DISCOVERY 

Personal data is defined very broadly under the GDPR as any data that relates 
to an identified or identifiable natural person. The challenge is how to find this 
data and how to continue to find it and police it. 

The File Fabric™ is integrated with a best-of-breed open source content 
management search application called Apache SOLR. This enables the File 
Fabric™ to index content and make it available for search to authorised users. 

Search results are enforced as to the resources to which the user is authorised 
to access based upon User Roles and any Access Controls. 

The search can be setup to look for and alert on common personal data types 
such as National Insurance Number, Social Security Number, Credit Card 
Number etc and custom search patterns can added. 

Results are classified as PII (personally identifiable information) and only 
people with the PII role will be able to access the information. 
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SUMMARY 

The Storage Made Easy File Fabric™ provides data security and control, 
integrating with, and enforcing, security policies for all on-premises and on-
cloud systems that store corporate data, such as OpenText and Microsoft 
SharePoint, and cloud-based solutions such as Dropbox, and Google Drive. 

The File Fabric™ can work with any infrastructure strategy, whether it be on-
premises, public cloud, IaaS cloud, or any other hybrid scenario.  

File Fabric™ nodes can be geo-distributed to ensure performance, and to 
honor data sovereignty regulations.  

The Storage Made Easy File Fabric™ solution can be used by companies to 
help comply with the forthcoming GDPR and this white paper steps through 
some of the ways this can be done.  

To understand more about how the General Data Protection Regulation can 
affect your company or to request a trial or demo please contact 
sales@storagemadeeasy.com.
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ABOUT 

STORAGE MADE EASY® 
The Storage Made Easy Enterprise File Fabric™ enables IT to regain control of 
"cloud data sprawl" to unify on-premises and on-cloud files into a single easily 
managed converged infrastructure with policy-based controls for governance, 
audit and security. 

The File Fabric solution provides a “blanket” enterprises wrap around all their 
data: on premises, within public and private clouds, as well as on third-party 
software vendor clouds (SharePoint Online and Salesforce for example). 

Customers use the SME File Fabric product to unify corporate data to enable 
workgroup collaboration with universal controls for security, encryption, audit, 
and data access. Companies will have access to a greater understanding of 
where and how sensitive data is stored, transferred, and accessible 
with particular  focus on how companies are able to police and audit data to 
ensure enforcement  of  the General Data Protection Regulations  (GDPR) in 
addition to other regional data legislation. 

USA +1 415 477 1053  
UK +44 20 8212 7316   
EU +41 435 080 078 

sales@storagemadeeasy.com 
Free hosted and enterprise free trial available from 

www.storagemadeeasy.com 

https://twitter.com/smestorage?lang=en
https://www.facebook.com/StorageMadeEasy/
https://www.linkedin.com/company/storage-made-easy?trk=tyah&trkInfo=clickedVertical:company,clickedEntityId:1681103,idx:3-1-3,tarId:1476795936641,tas:storage%20made%20easy
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