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Ransomware attacks are a growing threat for all companies across all countries and 
regions and are a major cause of concern and priority for company CISO’s. Prevention is 
difficult, recovery is challenging for legal, ethical and practical reasons and the potential 
negative impact, in terms of both operations and reputation, can be enormous.  

HOW DO THEY OCCUR? 

An external party manages to gain access to a company’s data. This can be through 
Operating System vulnerabilities, email attachments containing a ransomware virus, or 
other infrastructure or software vulnerabilities with an organization. Once an external 
party has gained access to the data they encrypt it with a key so that it cannot be 
accessed. They then contact the company offering to provide a key if they receive a 
payment, often in untraceable currency transaction such as Bitcoin. 

THE PROBLEM 

 Many strategies focus on either some form of prevention or some form of containment. 
Containment often involves particular data stores and the hard fact for most companies 
is that they use multiple data stores (multi-cloud) and they are not always able to provide 
a good form of prevention.   Prevention often works in a way that, when a potential 
Ransomware attack is detected, it is prevented from continuing   to encrypt all files. 
 There is still the need however for recovery of the files that have been encrypted. 

BACKUP AND ARCHIVE STRATEGIES 

Backup and archive strategies can be an effective way of dealing with such attacks at a 
point in time but the delta between when the last backup or archive was taken leads to 
exposure. Restore  can also often be time consuming. 
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WHAT THE ENTERPRISE FILE FABRIC™ PROVIDES 

The File Fabric provides a multi-storage continuous versioning feature that  works in a 
similar way to file snapshot technologies  in that every change to every file is captured 
and stored on a secondary cloud resource. 

The primary storage source can be any of the data sources that a company has in house 
that it wishes to protect, such as Windows filers, NAS or SAN data, Object Storage, or 
even a cloud based resource such as Amazon S3, Google Storage,Azure, Office 365 etc. 

This secondary storage resource can be, for example, a separate bucket on the same 
storage cloud, such as Amazon S3 or it could be an entirely different storage platform 
such as Azure or low cost storage options such as Google Nearline. 

There is no silver bullet for ransomware but the File Fabric’s continuous data protection  
coupled with its ForeverFile feature is a way facilitate a quick and palatable recovery. 

ForeverFile is built on a simple idea: The File Fabric keeps a continuous archive of every 
version of every file that is written to a companies enterprise’s storage facilitated by the 
File Fabric to a secondary archive storage location.  In the event of a ransomware attack, 
the File Fabric   will have pre-attack copies of all of the files that were on the 
compromised storage.   Unlike primary storage, the archive storage is not exposed to a 
companies programs as a file system so the malware won’t corrupt its contents, but for 
extra security an Amazon S3 object lock bucket can be chosen as the archive location. 
Object Lock is a feature of the Amazon S3 storage, and other S3 compatible storage 
companies that support it such as Cloudian, in which object versions are prevented from 
being deleted or erased. 

In addition to holding the safe copies of a companies data, that make recovery possible, 
ForeverFile also simplifies restoring these copies through a convenient web interface.  
The Recover File box is used to select the version of a file that a user wants to recover 
which, in the case of a ransomware attack recovery, would be the most recent version of 
the file that was added to the archive storage before the attack began. 

RANSOMWARE PROTECTION AND RECOVERY

https://www.techopedia.com/definition/13596/storage-snapshot%22%20%5Ct%20%22_blank
https://en.wikipedia.org/wiki/Object_storage%22%20%5Ct%20%22_blank
https://aws.amazon.com/s3/%22%20%5Ct%20%22_blank
https://azure.microsoft.com/en-gb/services/storage/blobs/%22%20%5Ct%20%22_blank
https://cloud.google.com/storage/archival/%22%20%5Ct%20%22_blank
https://blog.storagemadeeasy.com/disaster-and-ransomeware-protection-feature-foreverfile/%22%20%5Ct%20%22_blank
https://blog.storagemadeeasy.com/disaster-and-ransomeware-protection-feature-foreverfile/%22%20%5Ct%20%22_blank
https://storagemadeeasy.com/%22%20%5Ct%20%22_blank
https://www.techopedia.com/definition/13596/storage-snapshot%22%20%5Ct%20%22_blank
https://en.wikipedia.org/wiki/Object_storage%22%20%5Ct%20%22_blank
https://aws.amazon.com/s3/%22%20%5Ct%20%22_blank
https://azure.microsoft.com/en-gb/services/storage/blobs/%22%20%5Ct%20%22_blank
https://cloud.google.com/storage/archival/%22%20%5Ct%20%22_blank
https://blog.storagemadeeasy.com/disaster-and-ransomeware-protection-feature-foreverfile/%22%20%5Ct%20%22_blank
https://blog.storagemadeeasy.com/disaster-and-ransomeware-protection-feature-foreverfile/%22%20%5Ct%20%22_blank
https://storagemadeeasy.com/%22%20%5Ct%20%22_blank


          

WHITE PAPER   |   © Copyright Storage Made Easy® 2021                                               3    

There is also a Recover Folder box which lets uses set a date and time and then restore 
the latest version of each file in the folder that precedes the date and time you provide. 
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For information security professionals ransomware is an unpleasant fact of life.  
The  Enterprise File Fabric™  provides solid features for ensuring that recovery from 
ransomware attacks is both possible and easy.   Like all of the File Fabric’s features, 
ForeverFile works across any and all of the different kinds of on-premises and on-cloud 
storage that an enterprise uses for its unstructured data.  

SUMMARY 

The Enterprise File Fabric offers multi-storage continuous protection and on-demand 
recovery for any type of data whether it is on-storage or on-premises. It does this in an 
in-obtrusive no lock-in type of way. 

Other Resources: 

For a 5 minute demo overview of continuous data protection and the Ransomware 
protection and recovery features of the File Fabric please refer to the following video link: 
https://sme.sc/demo-ransomware-protection-and-recovery 
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ABOUT 

STORAGE MADE EASY® 
The Storage Made Easy Enterprise File Fabric™ enables IT to regain control of 
"cloud data sprawl" to unify on-premises and on-cloud files into a single easily 
managed converged infrastructure with policy-based controls for governance, 
audit and security. 

The File Fabric solution provides a “blanket” enterprises wrap around all their 
data: on premises, within public and private clouds, as well as on third-party 
software vendor clouds (SharePoint Online and Salesforce for example). 

Customers use the SME File Fabric product to unify corporate data to enable 
workgroup collaboration with universal controls for security, encryption, audit, 
and data access. Companies will have access to a greater understanding of 
where and how sensitive data is stored, transferred, and accessible 
with particular  focus on how companies are able to police and audit data to 
ensure enforcement  of  the General Data Protection Regulations  (GDPR) in 
addition to other regional data legislation. 

USA +1 415 477 1053  
UK +44 20 8212 7316     
EU +41 435 080 078 

sales@storagemadeeasy.com 
Free hosted and enterprise free trial available from 

www.storagemadeeasy.com 
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